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Message Text 

UNCLASSIFIED 

PAGE 01 STATE 161746 
ORIGIN DRC-01 

INFO OCT-01 L-03 SCS-05 ISO-OO /010R 

DRAFTED BY FADRC/DR:FMMACHAK:DAJ 
APPROVED BY 0/FADRC:WAPARKS, ACTING 
L/M - MS. HUMMER (DRAFT) 

SCA/SCS - MR. GISE 

026069 130111Z/65 

R 121902Z JUL77 
FM SECSTATE WASHDC 
TO AMEMBASSY MOSCOW 

UNCLAS STATE 161746 

E.O. 11652: N/A 
TAGS: AINF, CASC 

SUBJECT: RELEASE OF INFORMATION IN WAV CASES 

REF: MOSCOW 8316 

1 . MERELY TELLING INDIVIDUAL NAMES OF PERSONS WHO HAVE 
ASKED ABOUT HIS WELFARE AND WHEREABOUTS DOES NOT REPEAT 
NOT FULFILL PRIVACY ACT REQUIREMENT OF INDIVIDUAL CONSENT. 

CONSULAR OFFICER SHOULD CONTACT INDIVIDUAL, INFORM HIM 
OF THIRD PARTY INQUIRY, AND ASK HIM TO SIGN A PRIVACY 

ACT RELEASE FORM. 

2. PRIVACY ACT PROHIBITS FEDERAL AGENCIES FROM DISCLOSING 
INFORMATION ABOUT INDIVIDUALS WITHOUT THEIR WRITTEN 
CONSENT EXCEPT AS PROVIDED IN SUBSECTION (B) OF ACT- IF 
INDIVIDUAL REFUSES TO GIVE HIS CONSENT, CONSULAR OFFICER 
MAY NOT REPEAT NOT RELEASE INFORMATION TO THIRD PARTIES, 

INCLUDING FAMILY AND MEMBERS OF CONGRESS, EXCEPT IN 
EXTRAORDINARY CASES WHERE HEALTH OR SAFETY OF INDIVIDUAL 
UNCLASSIFIED 

UNCLASSIFIED 

PAGE 02 STATE 161746 

IS CLEARLY AT STAKE. (SECTION (B)(8) OF ACT), OR WHERE 
THE INFORMATION IS OTHERWISE IN PUBLIC DOMAIN OR RELEASE- 
ABLE UNDER THE FREEDOM OF INFORMATION ACT (SECTION 
(B)(2) OF PRIVACY ACT). 

3. POST SHOULD REMEMBER THAT SUBSECTION (C) OF ACT 
REQUIRES THAT AN ACCOUNTING BE MAINTAINED OF ANY DIS- 
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CLOSURES OUTSIDE DEPARTMENT FROM INDIVIDUAL'S RECORD 
EXCEPT THOSE DISCLOSURES WHICH CANNOT BE MADE UNDER FOI. 

ACCOUNTING MUST INCLUDE DATE, NATURE AND PURPOSE OF EACH 
DISCLOSURE. VANCE 


UNCLASSIFIED 


NNN 
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